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B kpunmoecpaghuu 6Oonvuioe 6HuMaHue yoensemcs He MOAbKO CO30AHUI0 U
uccne0osanulo wu@gpos, Ho u pazpabomke Kpunmocpaguueckux npomoxonos. B
cmamve paccmampuealomes 0cobeHHoCmu Kpunmozpaguu, Kpunmozpaguueckue
aneopummvl,  Kpunmozpaguueckue — NPOMOKONbI,  NOAUMUKA — OE30NACHOCMU,
OYeHUBauue pucka, nepcneKmugbl pa3eumus Kpunmozpaguu Ha cospemesHom smane

Knrouesvle cnosa: kpunmoepagus, aneopumm, akmuHas Kpunmozpaguyeckas
amaxa, Kpunmo AaHaiu3, KpUnmoCcmoUKoCmv, NACCUBHAS KpUunmozpagpuieckast
amaka, cuMB0Jl, ACUMMempuiHoe Wu@dposanue, wu@pcucmema.

B nacrosinmiee Bpemsi kpunrtorpadus 3aHMUMAaeTcs MOUMCKOM U HCCIIEI0BAaHUEM
MaTeMaTHYEeCKUX  METOAOB  mpeoOpa3oBaHus  uHpopmauuu. IlapamnensHo
pa3BUBAE€TCd U COBEPLIEHCTBYETCS KpPUIITOAHANU3 — HAyKa O MPEOoJOJCHUU
Kpunrorpaduueckor 3ammtbl nHpopmanuu. Kpunrorpadus pemaer takue 3agadu
KaK:

e1pOBaHNE JAHHBIX C IENBIO 3aIIUTHI OT HECAHKIITHOHUPOBAHHOTO JIOCTYTIA;

e [IPOBEPKA MOJIMHHOCTH COOOIIECHU;

®[IPOBEPKA LIEJIOCTHOCTU NIEPEIaBAEMBbIX JAHHBIX;

eo0ecrneueHre HEBO3MOKHOCTH OTKa3a.

B coBpemenHoil kpunrtorpaduu 0oJibllIOE BHUMaHHUE YAENSETCs pa3padoTKe
KpUnTorpauueckux MPOTOKOJOB, TO €CThb TMPOLEAyp WIA  aJTOPUTMOB
B3aUMOJICUCTBUSI AO0OHEHTOB C MCIOJIb30BAaHUEM KPUNTOTrpaUueCKUX CpEeICTB.
Kpunrorpadpuueckue  mpoTOKOIABI  —  CPAaBHUTENBHO  MOJOJIas  OTpacib
Kpunrorpaduueckoil Hayku. Ita o6sacth Kpuntorpadun OypHO pa3BUBAETCS, U Ha
HACTOAIIMNA MOMEHT HMEETCS YK€ HECKOJbKO JECATKOB pa3IUYHbIX THUIIOB
KpUNTOrpapuuecKux MpoTOKOJIOB.

Kpunrorpaduueckuii mpoTokos1 — 3TO Takas Mpoleaypa B3auMOJEHCTBUS BYX
uin Oojee aOOHEHTOB C UCIOJb30BAaHUEM KPUITOTpadUUECKUX CpENCTB, B
pe3ysbTaTe KOTOPOW aOOHEHThl JOCTUTalOT CBOEW LEAM, a UX NMPOTUBHUKH - HE
JocTUraloT. B OCHOBE mNpOTOKOJIa JEKUT HAOOp NpaBWil, pPEriaMeHTHPYIOUIUX
WCTIONIb30BaHUE  KPUNITOTpapUUecKHX  MpeoOpa3oBaHWiA W aJIrOPUTMOB B
WHPOPMAIMOHHBIX  Tporeccax.  Kaxknpii  kpuntorpaduueckwii  MpPOTOKOIM
MpeHa3HAYEH JIs PEIIeHUs] ONpeIeSIEHHOMN 3a1a4l U UMEET CIIeAYIOIIe CBOMCTBRA:

®IIpH BBITTOJIHEHUH MIPOTOKOJIA BayKEH MOPSAOK IEHCTBHIA;

®KaXXJ0€ JEWUCTBUE JOJKHO BBIMIOJHATHCA B CBOIO OuYe€pelb M TOJBKO IO
OKOHYaHUH MPEAbIAYLIETO;

®[IPOTOKOJI JOJKEH OBITh HEPOTUBOPEUUBBIM;



®IIPOTOKOJI JOJHKEH OBITh MOJTHBIM, TO €CTh ISl KaXJA0W BO3MOXHOM CHTyaIluu

JOJDKHO OBITh IPETYCMOTPEHO COOTBETCTBYIOIIIEE JICHCTBHE.

CBoiicTBa MPOTOKOJIa HATOMUHAIOT U3BECTHBIE CBOMCTBA anroputma. [IpoTokomn
— 9TO U €CTh aJTOPUTM JIEUCTBUSI HECKOJIBKUX CTOPOH B OIpEAeNIeHHON cutyanuu. B
Kpunrorpa@uueckux MPOTOKOJIAX  HUCIOJB3YIOTCS  CTaHIApThl  IU(pOBaHUS,

npecTaBicHHbIC Ha (puc.l).
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Pucynok 1. Kpunrorpaguueckue MeToas! U HAQPHI.

Kpunrorpaduueckune mpoToKoJIbl MOKHO YCIOBHO Pa3/IeTUTh Ha JIBE TPYIIIbIL:

¢ [IPUKJIA/IHBIE TIPOTOKOJIBI
® IPUMUTHUBHBIE TPOTOKOJIBI

[IprknagHON MPOTOKOJ PEIIAET KOHKPETHYIO 3a/1a4y, KOTOpasi Ha MPAKTHUKE.
[IpUMHUTHUBHBI TPOTOKOJ MCIONB3YEeTCS Kak CBOEOOpa3Hble 'CTPOUTEIbHbBIE

Os10ku" TIpH pa3pabOTKe MPUKITAIHBIX MPOTOKOJIOB.
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PucyHnok 2. Turibl IpoTOKOJIOB.



PaccmoTpyum Ha3HaueHME HEKOTOPBIX BUIOB MPOTOKOJIOB!
®[IPOTOKOJIbI KOH(PUIEHIMAIBHOM Nepeaun COOOIIEHNH;
®[IPOTOKOJIbI AYTEHTU(PUKALUU U UICHTU(PUKALUY;

® [IPOTOKOJIBbI PACIIPEACIICHUS KIIFOUEH;

® [IPOTOKOJIBI 3JICKTPOHHON U(POBO MOIIUCH;
®[IPOTOKOJIbI O0ECTIEUEHUSI HEOTCIIEKUBAEMOCTH.

Ilpomokonsl  KoHQuOenuyuanvbHoli  nepedauu  coodwienuii.  3anada
KOH(UICHIIMATBFHOW Mepeaayn COOOIIEHUH COCTOUT B cienyromeM. MMerorcs nBa
YYaCTHHKA IMPOTOKOJA, KOTOPHIE SBIISIOTCS aOOHEHTAMHU CETH CBS3U. YUYACTHUKH
COEIMHEHBI HEKOTOPOU JIMHUEHN CBSI3U, 110 KOTOPOM MOKHO MEPEChUIaTh COOOIICHUS B
00e cTopoHbI. JIMHHIO CBSI3M MOKET KOHTPOJIUPOBATH NMPOTUBHUK. Y OJHOTO U3
aOOHEHTOB MMeeTcsl KOH(QUACHIIMATFHOE COOOIIEHHEe m, U 3ajada COCTOUT B TOM,
4TOOBl 3TO cOOOILIEHnE KOH(QUIACHIMAIbHBIM K€ 00pa3oM mepeaaTb BTOPOMY
aboneHnty. IIpoTokoyibI 3TOr0 THMA, HABEPHO, TOSBUINCH paHbIIE JPYrUX
Kpunrorpaduueckux MPOTOKOJIOB, TaK Kak 3ajadya KOH(PUACHIMAIbHOW Mepeaadu
COOOIICHUI — NCTOPUUYECKH TepBast 3a7a4a, KOTopasl penianach Kpunrtorpaduei.

Ilpomoxonvt aymenmugpuxkayuu u uoenmugurkayuu. OHU TPEIHAZHAYCHBI
JUTSL IPEIOTBPAILICHUS JIOCTYNa K HEKOTOPOH MHGOPMAIIUK JIUILI, HE SBIISIONINXCS €€
MOJIb30BATENSIMU, A TaKKe TMPEJOTBpAlleHus MJOCTyIla I[OJb30BaTelel K TeM
pecypcaM, Ha KOTOpbIe Y HUX HET mojHoMmouui. TunuuHas cdepa mpUMEHEHHUS —
OopraHu3alus JOCTylna TI0JIb30BaTeled K pecypcaM HEKOTOpOH  OOJbLION
MH()OPMAITMOHHOW CHUCTEMBI.

Ilpomoxonel  pacnpedenenus  Kaioueil HEOOXOOUMBI NIl 0OecCIeUEHUs
CEKPETHBIMH KJIIOUaMH YYACTHUKOB 0OMeHa 3alnpOBaHHBIMUA COOOIICHUSIMH.

Ilpomoxonsl 321€eKMPOHHON  UUPPOBOT nNOONUCU TIOZBOJSIIOT CTaBUTh O]
AJEKTPOHHBIMU JOKYMEHTAMH TOANUCH, aHAJOTUUHYI0 OOBIKHOBEHHOM MOJIMUCU Ha
OyMaXHBIX JOKYMEHTaX. B pe3ynbTaTe BBIMIOJHEHHS MPOTOKOJA DJICKTPOHHOU
udpoBoil moanmMCHM K TepedaBaeMoil MHGOpMAIMK J100aBISIETCS  YHUKAIHHOE
YHUCJIOBOE JIOMOJIHEHUE, MTO3BOJISIIOIIEE TPOBEPUTH €€ aBTOPCTBO.

Ilpomoxonwsl obecneuenus neomcnexcusaemocmu ("INEKTPOHHBIE ACHBIU").
[log »AEKTPOHHBIMU JE€HbraMH B KpunrTorpadhud TOHUMAIOT dSJIEKTPOHHBIC
MJIaTeKHBIE  CPEACTBA, OOECIEYMBAIOIIME  HEOTCIC)KHUBAEMOCTh, TO  €CTh
HEBO3MOKHOCTh MIPOCIEAUTh UCTOYHHUK MEPECHUTKH UHPOPMAIIUH.

PaccmoTpum mpocTeHmiuii  OpOTOKON JJisi OOMeHa KOH(UIAESHIIUATIbHBIMU
COOOILEHUSIMU MEXIY JBYMsI CTOPOHAMH, KOTOphIE€ OyJeM HasblBaTh aboHenm A u
abonenm B. Ilyctb abonemm A >xenaer mnepenath 3amu@pOBaHHOE COOOIICHUE
aboHeHTy B.
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B aTom ciydae ux mocienoBaTeIbHOCTh IEHCTBHUM TOJDKHA OBITH CIIEYFOIICH !

e AOOHEHTHI BbIOMparoT cucremy mmudpoBanus (Hanpumep, mumdp Llesaps co
CABUTOM Ha N MO3UIUH).

e AOOHEHTHI IOTOBAPUBAIOTCS O KJIIOUE MU(POBAHUS.

e AGoHEHT A mHdpyeT UCXOTHOE COOOIICHHE C MOMOIIBIO KITF0Ua BHIOPAHHBIM
METOJ/IOM U TOJTy4aeT 3armuppoBaHHOE COOOIICHUE.

e3amudppoBaHHOE COOOIIEHUE TIEpechlIaeTCsi aDOHEHTY A.

e AGoHEHT A pacmudpoBbIBacT 3aMUPPOBAHHOE COOOIICHHE C IOMOIIBIO
KJTI0Ya U TIOJIY9aeT OTKPHITOE COOOITICHHE.

OTOT MPOTOKOJ JOCTATOYHO TPOCT, OAHAKO OH MOXKET JACHCTBUTEIHHO
WCIIONIB30BaThCA Ha TpakTuke. Kpunrorpaduueckwe MPOTOKOIBI MOTYT OBITh
MIPOCTHIMU U CJIOKHBIMH B 3aBUCUMOCTH OT Ha3HAYCHHUSI.

JIist  COBpEMEHHBIX KPHUOTOTPAPUUYECKUX CHUCTEM 3alUThl  MHGOPMAIHH
c(hopMyIUPOBAHBI CIEAYIONTHE TPEOOBAHNS:

e3aM(ppOBAHHOE COOOIEHUE JOKHO TMOJAaBaThC UYTEHUIO TOJBKO MpHU
HaJIUYHUU K04,

®3HAHUE AIropUTMa MU(POBAHUS HE JOJKHO BIUATH HA HAJIEKHOCTH 3aIUTHI;

®J1I000M KJTI0OU M3 MHOKECTBA BO3MOXKHBIX JIOJDKEH OOECIEeYMBATh HAJEKHYIO
3aIUTy UHPOPMALINH;

eaNTOpUTM IMHUGPOBaHUS JODKCH JOMyCKaTh KaK MPOTrpaMMHYIO, TaK U
anmapaTHylo peaan3aluio.

U tak, xpuntorpadus cerogHs - 3TO BaKHEHIIas 4acTh BceX WHHOPMAITMOHHBIX
CUCTEM:

®OT BJIEKTPOHHOM MOYTHI 0 COTOBOM CBSI3H,

®OT JI0CTyNa K ceTH Internet 10 3JIEKTPOHHOW HATMYHOCTH.

Kpunirorpadust obecrieunBaeTr MOIOTYETHOCTh, MPO3PAYHOCTh, TOYHOCTH H
KoH(puneHmmanbHocTh. OHA  TpeNoTBpallaeT TMOMBITKA  MOIICHHUYECTBA B
AJIEKTPOHHONW KOMMEPIIMM W 00€CleurnBaeT HOPUANYECKYI0 CHIIy (DHHAHCOBBIX
TpaH3aKLHM.
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